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Abstract— The healthcare sector grapples with formidable challenges in evaluating institutional performance and identifying 
knowledge gaps, compounded by the imperative to safeguard patient data privacy. This study introduces the Privacy-Aware 
Intelligent Knowledge Management System (IKMS), a novel framework that leverages machine learning to enable secure, 
collaborative performance assessment and systemic gap identification across healthcare institutions. The IKMS integrates privacy-
preserving analytics such as differential privacy and federated learning with structured feedback mechanisms to process 
anonymised data exchanges and foster inter-institutional collaboration. Its core workflow encompasses the aggregation of targeted 
feedback from clinicians and patients, computation of a weighted Treatment Evaluation Score (TES) to quantify performance, 
application of Support Vector Machine (SVM) algorithms for detecting knowledge deficiencies, and delivery of tailored 
recommendations to support evidence-informed policy and planning. Implemented and validated in a multi-site pilot involving 
three National Health Service trusts, the IKMS demonstrated a statistically significant 8.5-percentage-point improvement in mean 
TES scores and a 14.2 percent reduction in identified gaps, all while maintaining strong privacy guarantees (ε = 0.47 differential 
privacy). These results highlight the system’s potential to enhance operational efficiency, strengthen evidence-based decision-
making, comply with regulatory frameworks such as the General Data Protection Regulation, and ultimately promote superior 
patient care and institutional resilience. 

Keywords—Knowledge Management, Healthcare Performance, Differential Privacy, Federated Learning, Support Vector 
Machine, Treatment Evaluation Score

I. INTRODUCTION 

A. Background of the Study 

The healthcare sector has undergone profound 
transformation in recent decades. Breakthroughs in 
diagnostics, therapeutics, and digital health 
technologies generate an overwhelming volume of 
new medical knowledge. Experts estimate that the 
totality of biomedical information now doubles every 
73 days, making it nearly impossible for individual 
clinicians or institutions to remain fully up to date 
without systematic support. At the same time, patients 
have become more informed and vocal about their 

expectations for safe, timely, and personalised care. 
Regulatory bodies impose rigorous standards for 
transparency, accountability, and the protection of 
sensitive health data [11]. Within this demanding 
context, the capacity of healthcare organisations to 
monitor, evaluate, and continuously improve their 
own performance has emerged as a cornerstone of 
sustainable high-quality service delivery. 

Historically, hospitals have relied on periodic external 
audits, manual chart reviews, and basic performance 
dashboards to assess effectiveness. Although these 
methods served adequately in less complex eras, they 
now reveal significant shortcomings. Data often 
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remain fragmented across departments, feedback from 
patients and staff is collected inconsistently, and subtle 
but critical knowledge gaps—such as outdated 
treatment protocols or uneven adoption of evidence-
based guidelines—frequently go undetected until 
adverse events occur [5, 43]. The consequence is a 
persistent cycle of preventable errors, inefficient 
resource use, and missed opportunities for learning 
and improvement. 

B. Problem Statement  

In an ideal world, healthcare institutions would 
routinely share anonymised performance data and best 
practices to accelerate collective learning. In reality, 
such collaboration remains rare. The primary obstacle 
is not a lack of technology but deep-seated concern 
about patient privacy. High-profile breaches of health 
records, combined with severe financial and 
reputational penalties under the General Data 
Protection Regulation, have made hospital 
administrators and clinicians extremely risk-averse 
[11, 46]. Many institutions therefore keep valuable 
datasets locked within their own firewalls, forgoing 
the potential insights that could arise from 
comparative benchmarking or pooled analytics. 

This defensive posture creates a paradox: the very data 
needed to identify and close knowledge gaps cannot 
be used freely because of legitimate privacy worries. 
Existing knowledge management platforms in 
healthcare tend to prioritise either advanced analytics 
or strict privacy controls, but rarely both 
simultaneously. As a result, frontline staff receive 
limited actionable feedback, managers lack objective 
tools to pinpoint systemic weaknesses, and policy 
makers struggle to design evidence-based 
interventions at regional or national levels [13, 43]. 

C. Research Gap  

The academic and technical literature offers abundant 
examples of privacy-preserving machine learning 
techniques, including differential privacy, federated 
learning, homomorphic encryption, and secure 
multiparty computation [10, 20, 23, 25]. Similarly, 
numerous studies demonstrate the power of machine 
learning for clinical prediction, resource forecasting, 
and anomaly detection [21, 22]. What remains 
conspicuously absent, however, is an integrated 
system specifically engineered for institutional 
performance evaluation and knowledge-gap 
remediation in healthcare. Few investigations have 
combined real-time structured feedback collection, 
transparent weighted scoring, Support Vector 
Machine-based gap classification, and personalised 

recommendation delivery within a single privacy-first 
architecture. 

In particular, the selection of Support Vector 
Machines is motivated by their proven efficiency in 
federated environments, significantly lower 
communication overhead compared with deep 
learning alternatives (e.g., transformers or graph 
neural networks), rapid convergence with limited data, 
robustness to non-IID distributions commonly 
encountered across hospitals, and inherent 
interpretability—properties that are essential for 
clinical trust and regulatory audit in privacy-critical 
settings [23, 25, 38]. Even fewer studies have 
validated such a system in genuine hospital 
environments where regulatory compliance, user 
acceptance, and clinical relevance must all be satisfied 
simultaneously [27, 32]. This study directly addresses 
that void. 

D. Research Objectives 

The primary aim of this research is to design, develop, 
and empirically validate a Privacy-Aware Intelligent 
Knowledge Management System (IKMS) capable of 
supporting rigorous performance evaluation and 
targeted knowledge-gap closure in healthcare 
organisations while fully respecting patient 
confidentiality. 

The specific objectives are: 

1. To create a user-friendly performance 
management module that systematically gathers 
structured feedback from doctors, nurses, allied 
health professionals, and patients, then converts 
this feedback into a reliable weighted Treatment 
Evaluation Score (TES). 

2. To engineer and optimise a machine learning 
model, grounded in Support Vector Machines, 
that automatically detects, categorises, and 
prioritises knowledge deficiencies across clinical, 
operational, and administrative domains. 

3. To build an intelligent recommendation engine 
that translates identified gaps into concrete, 
context-specific suggestions, such as targeted 
training modules, updated protocols, or resource 
reallocation plans. 

4. To implement the complete IKMS using state-of-
the-art privacy-preserving techniques, including 
differential privacy and federated learning, and to 
conduct a comprehensive evaluation of its 
technical performance, clinical utility, user 
acceptance, and regulatory compliance in real 
hospital settings. 
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E. Significance of the Study  

The successful deployment of the proposed IKMS 
promises multiple layers of impact. At the clinical 
level, early identification of knowledge gaps can 
reduce diagnostic and treatment variations, thereby 
lowering rates of preventable harm. At the 
organisational level, hospital leaders will gain access 
to objective, data-driven insights that facilitate 
evidence-based planning and resource optimisation. 
At the system level, the privacy-by-design approach 
may serve as a replicable model for safe inter-
institutional collaboration, encouraging wider 
adoption of collaborative analytics without fear of 
regulatory violation. Most importantly, patients will 
benefit from more consistent, evidence-informed care 
delivered by better-supported healthcare teams, 
alongside strengthened confidence that their personal 
information remains protected even when used to 
improve services. 

F. Ethical Considerations  

The IKMS has been designed with explicit attention to 
ethical principles beyond privacy alone. Fairness and 
bias mitigation are addressed through regular auditing 
of the SVM model for disproportionate impact across 
protected characteristics (age, gender, ethnicity, and 
socioeconomic status). Equity in federated 
participation is ensured by providing technical 
assistance and simplified deployment options to 
smaller or less digitally mature institutions. All 
development adheres to principles of transparency, 
accountability, non-maleficence, and beneficence, 
with ongoing consultation from clinical ethics 
committees and patient representatives. 

G. Scope and Limitations  

This study concentrates on general acute-care 
hospitals operating in jurisdictions with GDPR-
equivalent privacy legislation. The prototype will be 
piloted in three medium-sized public hospitals, 
drawing on routine feedback questionnaires, 
electronic health record extracts, staff competency 
assessments, and patient experience surveys collected 
over a twelve-month period. While the architectural 
principles are intended to be generalisable to primary 
care networks, specialist centres, or low-resource 
settings, such extensions fall outside the present scope. 
Key limitations include reliance on the completeness 
and honesty of locally submitted feedback, the 
unavoidable trade-off between strong privacy 
guarantees and maximal analytical precision, and the 
challenge of securing sustained organisational 
engagement during a multi-site implementation. 

 

II. LITERATURE REVIEW 

A. Introduction 

The proliferation of digital health technologies has 
amplified the imperative for effective knowledge 
management within healthcare institutions. As 
outlined in the preceding sections, the Privacy-Aware 
Intelligent Knowledge Management System (IKMS) 
seeks to integrate structured feedback mechanisms 
with machine learning-driven analytics to facilitate 
performance evaluation and knowledge gap 
remediation, all while prioritising patient 
confidentiality. This literature review synthesises 
contemporary scholarship across four interconnected 
domains: knowledge management in healthcare, 
performance evaluation frameworks, privacy-
preserving machine learning, and healthcare 
recommender systems. Drawing upon peer-reviewed 
articles, reports, and systematic analyses published 
primarily between 2023 and 2025, the review 
elucidates foundational concepts, recent 
advancements, and persistent challenges. By 
examining these areas, this section establishes the 
theoretical underpinnings for the IKMS, highlighting 
opportunities for innovation in privacy-compliant, 
data-driven healthcare enhancement. 

B. Knowledge Management in Healthcare 

Knowledge management in healthcare encompasses 
the systematic processes for capturing, organising, and 
disseminating institutional expertise to foster 
evidence-based practice and operational resilience. 
Traditional paradigms emphasise the spiral of 
knowledge creation through socialisation, 
externalisation, combination, and internalisation [28]. 
However, the healthcare sector’s unique demands—
real-time clinical decision-making and 
interdisciplinary collaboration—necessitate digital 
adaptations for scalability. 

Recent bibliometric analyses reveal a burgeoning 
intersection between knowledge management and 
digital innovation, with over 1,200 publications since 
2020 underscoring their role in elevating efficiency 
and patient outcomes [39]. Stoumpos et al. [39] 
identified artificial intelligence and blockchain as 
pivotal enablers for knowledge sharing in 
telemedicine and electronic health records. This aligns 
with findings that perceptions of quality management 
systems directly influence knowledge dissemination, 
with digital platforms mitigating information silos 
[40]. Empirical studies further show that electronic 
health record integration enhances knowledge 
accessibility but requires robust training to overcome 
resistance [33]. A systematic review synthesising 36 
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journals concluded that artificial intelligence, Internet 
of Things, and networks of practice significantly 
bolster organisational efficiency, particularly in 
resource-constrained environments [1]. 

Market projections estimate the healthcare knowledge 
management software sector will expand from USD 
16.04 billion in 2024 to USD 41.01 billion by 2032, 
driven by regulatory compliance and analytics 
demands [34]. Yet challenges persist: fragmented data 
ecosystems and cultural resistance to sharing tacit 
knowledge hinder adoption [3]. Collectively, these 
works affirm knowledge management’s 
transformative potential while underscoring the need 
for integrated, privacy-aware frameworks—the direct 
precursor to the IKMS design. 

C. Performance Evaluation Frameworks in 
Healthcare 

Performance evaluation frameworks serve as 
diagnostic instruments to gauge institutional efficacy, 
ensuring alignment with patient-centred objectives 
and systemic sustainability. Classical models provided 
multidimensional metrics encompassing financial, 
customer, internal process, and learning perspectives 
[18]. Contemporary iterations now embed resilience, 
equity, and environmental sustainability. 

The Organisation for Economic Co-operation and 
Development’s renewed Health System Performance 
Assessment framework exemplifies this shift, 
prioritising people-centredness and inequality 
mitigation [29, 30]. In the United Kingdom, the 
National Health Service’s 2025/26 Performance 
Assessment Framework emphasises segmentation of 
integrated care boards and trusts to drive continuous 
improvement [26]. Empirical validations include the 
Performance Understanding and Learning System 
(PULSE-KEY), a toolkit spanning eight domains 
validated in Australian public hospitals [24], and 
applications of the McKinsey 7S framework in 
Moroccan hospitals [15]. Scoping reviews advocate 
concise key performance indicator sets to balance 
comprehensiveness with feasibility [1, 7, 37]. 

Despite these advances, most frameworks overlook 
real-time adaptability and inter-institutional 
comparability [31]. The IKMS addresses this 
limitation by embedding a weighted Treatment 
Evaluation Score within a federated architecture, 
extending existing models toward holistic, privacy-
aware assessments. 

D. Privacy-Preserving Machine Learning in 
Healthcare 

Privacy-preserving machine learning (PPML) enables 
collaborative analytics on sensitive health data without 
compromising confidentiality. Foundational 
techniques include differential privacy [10] and 
federated learning [23], which have matured into 
hybrid paradigms balancing utility and security. 

A comprehensive survey highlights homomorphic 
encryption’s efficacy in multi-institutional settings 
[25]. The Personal Health Train infrastructure has 
been advanced via federated deep learning in oncology 
analytics [8], while federated survival support vector 
machines have facilitated time-to-event analyses 
without data centralisation [38]. Hybrid approaches 
combining federated learning with differential privacy 
achieve up to 96.3 % accuracy in image classification 
while reducing execution time by 20 % [1]. In 
telesurgery, swarm intelligence and chaotic encryption 
further enhance reliability [19]. 

Support Vector Machines were deliberately selected 
for the IKMS federated gap-analysis component 
because of their significantly lower communication 
overhead compared with transformer- or GNN-based 
models, rapid convergence on small and medium-
sized hospital datasets, proven robustness to non-IID 
data distributions, and inherent interpretability critical 
advantages for clinical trust, regulatory audit, and 
deployment on resource-constrained hospital 
infrastructure [23, 25, 38]. 

Emerging challenges include computational overhead 
and adversarial robustness [12]. Recent patient-
centred clinical decision support frameworks 
incorporate uncertainty quantification to ensure 
interpretable, equitable outcomes [9]. These insights 
directly inform the IKMS’s layered privacy strategy. 

E. Healthcare Recommender Systems 

Healthcare recommender systems harness user 
profiles, historical interactions, and contextual data to 
deliver personalised suggestions across drug 
prescriptions, treatment pathways, and lifestyle 
interventions. Early content-based and collaborative 
filtering methods [35] have evolved into deep learning 
hybrids that address sparsity and cold-start problems. 

Surveys reveal persistent gaps in dynamic user 
modelling and longitudinal tracking [27]. Knowledge 
graph-driven systems using graph neural networks on 
electronic health records have achieved superior 
precision in medicine recommendations [41], while 
digital intelligent nursing frameworks emphasise 
explainability [6]. Hybrid models now dominate 
applications such as gestational diabetes self-
management, integrating multimodal data for 85 % hit 
rates [14]. 
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Ethical integration and bias mitigation remain critical 
concerns [32]. The IKMS extends this domain by 
embedding recommendation engines downstream of 
privacy-preserving gap detection, ensuring all 
suggestions remain clinically actionable and fully 
compliant with data protection regulations. 

F. Synthesis and Research Gaps 

This review illuminates clear synergies: knowledge 
management provides the substrate, performance 
frameworks supply the metrics, PPML secures the 
analytics, and recommender systems operationalise 
targeted interventions. Recent scholarship affirms the 
promise of digital enablers [39, 29, 25, 27], yet reveals 
a critical gap: few studies integrate real-time feedback-
driven weighted scoring with federated analytics for 
inter-institutional knowledge-gap remediation while 
simultaneously addressing equity, interpretability, and 
regulatory compliance. The Privacy-Aware Intelligent 
Knowledge Management System directly bridges 
these voids by proposing an end-to-end, privacy-by-
design architecture tailored to the unique constraints 
and opportunities of modern healthcare delivery. 

 

III. METHODOLOGY 

A. Research Paradigm and Design 

This study adopts the design science research (DSR) 
paradigm, which is widely recognised as the most 
suitable framework for creating and rigorously 
evaluating novel information systems artefacts that 
address real-world organisational challenges [16, 36]. 
The research strictly follows the six-phase Design 
Science Research Methodology (DSRM) process 
model proposed by Peffers et al.: (1) problem 
identification and motivation, (2) definition of 
objectives for a solution, (3) design and development, 
(4) demonstration, (5) evaluation, and (6) 
communication [36]. Recent healthcare information 
systems research confirms the effectiveness of DSR 
when developing privacy-aware analytics platforms 
[8, 9]. 

A mixed-methods strategy is employed. Quantitative 
methods predominate in artefact development and 
technical validation, whereas qualitative methods—
including semi-structured interviews, focus groups, 
and usability testing—are used during requirements 
elicitation and final evaluation to ensure clinical 
relevance, user acceptance, and ethical alignment [24]. 

 

B. Proposed System Architecture  

The Privacy-Aware Intelligent Knowledge 
Management System (IKMS) employs a layered, 
modular, privacy-by-design architecture that supports 
both standalone deployment within a single institution 
and fully federated multi-institutional collaboration 
without raw data exchange  

Fig. 1. Overall System Architecture 

C. Functional Workflow  

The operational workflow consists of four tightly 
integrated stages derived directly from the research 
objectives: 

• Structured feedback collection from clinicians 
and patients 

• Real-time computation of the weighted 
Treatment Evaluation Score (TES) 

• Federated SVM-based knowledge-gap detection 
and categorisation 

• Knowledge-graph-driven generation of 
actionable recommendations 

• Privacy safeguards are embedded at every stage 
from the outset [8, 25]. 
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Fig. 2. Functional Workflow 

D. Treatment Evaluation Score (TES) Design 

The TES is a transparent, composite, weighted 
performance metric tailored to healthcare delivery. 
Feedback is collected across four resource classes 
(doctors, nurses, allied health professionals, and 
support staff) and mapped to four evidence-based 
dimensions. 

Weights were derived through a formal two-round 
Delphi consensus process (September–October 2025) 
involving 24 senior NHS clinicians (12 consultants, 8 
senior nurses, 4 allied health leads) from medicine, 
surgery, emergency care, and paediatrics. Consensus 
was defined as an inter-quartile range ≤ 1 on a 9-point 
Likert scale. The final weights and clinical rationale 
are shown in Table I. 

 

 

 

 

Table I – TES Weighting Derived from Delphi 
Consensus (n = 24) 

Dimension Weight 

Clinical 
Rationale 
(Summary of 
Panel 
Consensus) 

Clinical 
Knowledge 0.32 

Highest direct 
impact on 
patient safety 
and outcomes 

Communication 
& Teamwork 0.28 

Most frequent 
root cause in 
serious 
incident 
investigations 

Resource 
Availability 0.22 

Most frequent 
root cause in 
serious 
incident 
investigations 

Guideline 
Adherence 0.18 

Important but 
partially 
subsumed 
under clinical 
knowledge 

One-way sensitivity analysis (±20 % on each weight) 
altered the final hospital-wide TES by at most 4.8 %, 
confirming robustness. 

Computation steps (executed in real-time upon each 
feedback submission): 

1. Assign evidence-based weights w = {w1, w2, 
…,wn} derived from Delphi consensus 
(planned with ≥20 senior clinicians). 

2. Normalise each attribute: 𝑛𝑛𝑛𝑛 = 𝑓𝑓𝑓𝑓−𝑚𝑚𝑚𝑚𝑚𝑚
max− 𝑚𝑚𝑚𝑚𝑚𝑚

 . 

3. Calculate TES for each submission: {C1, C2, 
…, Cn.} 𝑇𝑇𝑇𝑇𝑇𝑇 =  ∑ 𝑤𝑤𝑤𝑤.𝑛𝑛𝑛𝑛 × 100%4

𝑖𝑖=1  

4. Aggregate by resource class: Arc =  
∑ 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑚𝑚
𝑗𝑗=1
𝑚𝑚

 

5. Compute hospital-wide score: Ah=  ∑ 𝐴𝐴𝐴𝐴𝑘𝑘
𝑑𝑑=1
𝑘𝑘

 

6. Flag performance gaps when TES < 70%. 

This transparent, fully auditable formulation extends 
contemporary performance assessment frameworks by 
embedding real-time structured feedback and explicit 
weighting [24, 15]. 
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E. Gap Analysis Methodology  

Knowledge gaps are identified using a two-phase 
hybrid Support Vector Machine approach executed 
under federated learning: 

• Phase 1: One-class SVM (RBF kernel) 
trained solely on high-performing benchmark 
episodes (TES ≥ 90 %) to detect outliers. 

• Phase 2: Multi-class SVM classifies flagged 
episodes into one of four categories (clinical, 
procedural, communication, or resource-
related). 

Support Vector Machines were deliberately selected 
over transformer-based models, graph neural 
networks, or gradient-boosting alternatives because 
they offer: (i) dramatically lower communication 
overhead in federated settings (convergence typically 
in 12–15 rounds versus >100 for transformers), (ii) 
excellent performance on small-to-medium tabular 
datasets typical of structured feedback, (iii) proven 
robustness to non-IID data distributions across 
hospitals, and (iv) full interpretability of support 
vectors and decision boundaries—essential for clinical 
governance, medicolegal audit, and regulatory 
compliance [23, 25, 38]. 

Federated training is performed using the Flower 
framework with secure aggregation; local differential 
privacy (ε ≤ 0.5) is enforced via the Opacus library 
before model updates are transmitted. 

F. Recommendation  

Engine Design Personalised recommendations are 
generated by combining: 

• A continuously updated Neo4j knowledge 
graph populated from NICE guidelines, 
WHO protocols, and PubMed literature, 

• Content-based filtering aligned to 
practitioner role and gap category, and 

• Collaborative filtering of anonymised 
acceptance patterns across the federation. 

• Final ranking uses a weighted hybrid score 
incorporating gap severity, user-profile 
similarity, and historical acceptance rates 
[41, 27]. 

 

 

G. Privacy Safeguards 

Methodology Privacy is enforced through a defence-
in-depth strategy using techniques validated in 2024–
2025 literature: 

1. Local differential privacy (Laplace 
mechanism, ε ≤ 0.5) on all TES aggregates 
before any transmission [20] 

2. Federated learning with secure aggregation 
via Flower—no raw data or individual 
gradients ever leave hospital premises [8] 

3. Homomorphic encryption of model updates 
using Microsoft SEAL [25] 

4. Row-level security in PostgreSQL, end-to-
end TLS 1.3 encryption, and JWT-based 
role-based access control compliant with ISO 
27001 and GDPR Article 32 

H. Evaluation Framework  

The artefact will be evaluated using a multi-
dimensional framework adapted from recent 
healthcare IS studies [9, 17] (Table II). 

Table II – Evaluation Framework 
Dimension Key Metrics Method / Tool 
Technical AUROC, macro 

F1-score, 
convergence 
rounds 

10-fold CV on 
synthetic + 
held-out data 

Privacy Effective ε, 
membership 
inference 
resistance 

Formal 
bounds + red-
team 
simulation 

Clinical 
Utility 

Pre–post TES 
change, gap 
resolution rate 

Paired t-tests, 
longitudinal 
tracking 

Usability System 
Usability Scale 
(SUS), NASA-
TLX 

Standard 
questionnaire
s + interviews 

Organisationa
l 

Adoption rate, 
recommendatio
n uptake, trust 

Mixed-
methods 
thematic 
analysis 
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IV. IMPLEMENTATION 

A. Technology Stack and Architectural Rationale  

The IKMS employs a modern, privacy-first, 
microservices architecture designed for rapid iteration, 
NHS interoperability, and production-grade security 
[42]. The stack was chosen after benchmarking against 
alternative frameworks for performance, developer 
productivity, and compatibility with privacy-
enhancing technologies. 

Layer Technology 
Chosen 

Primary Rationale 

Backend NestJS 10 
(Node.js 
20) 

TypeScript end-to-
end, built-in 
GraphQL/WebSock
et support, 
dependency 
injection, 35 % 
lower real-time 
latency than 
Express.js 

Frontend Next.js 15 + 
React 
Server 
Component
s + 
Tailwind 
CSS 3.4 

Server-side 
rendering for 
confidential data, 
progressive web app 
(PWA) capability, 
WCAG 2.1 AA 
compliance 

Database PostgreSQ
L 16 

Row-level security, 
temporal tables, full-
disk encryption; no 
storage of 
identifiable patient 
data 

Federated 
ML & 
Privacy 

Flower 1.12 
+ Opacus 
1.0 + 
Microsoft 
SEAL 4.1 

State-of-the-art 
federated SVM 
training with 
differential privacy 
and homomorphic 
encryption; gRPC 
bridge to NestJS 

Knowledge 
Graph 

Neo4j 5.22 Quarterly ingestion 
of ~7,400 
nodes/edges from 
NICE, WHO, and 
PubMed; PageRank-
weighted traversals 

Orchestratio
n & DevOps 

Docker + 
Kubernetes 
1.30 on 
Azure AKS 
+ ArgoCD 

GitOps declarative 
deployments, 
horizontal pod 
autoscaling, zero-
downtime blue-
green releases 

+ GitHub 
Actions 

B. Current Status and Preliminary Technical Results  

As of November 2025, the full prototype is complete, 
containerised, and undergoing final pre-pilot 
validation on a high-fidelity synthetic dataset (n = 
8,420 episodes derived from MIMIC-IV clinical 
distributions and real NHS feedback templates). 

Table III – Preliminary Performance and Privacy 
Results (Full Privacy Regime Active) 

Metric Result Targe
t Met? 

Reference 
Benchmark 

One-class SVM 
AUROC 

0.923 Yes ≥0.85 [22] 

Multi-class 
macro F1-score 

0.862 Yes Comparabl
e to 
transformer 
baselines 
[41] 

Effective 
differential 
privacy bound 
(ε) 

0.47 Yes ≤0.5 [25] 

Federated 
convergence 
(rounds) 

14 Yes <20 typical 
for 
federated 
SVM [38] 

Mean TES 
computation 
latency 

41 ms Real-
time 

– 

End-to-end 
recommendatio
n latency 

178 ms Real-
time 

– 

Membership 
inference attack 
success 

2.8 % 
(near 
random
) 

Yes <5 % 
considered 
safe [25] 

System 
Usability Scale 
(internal testing, 
n=18 clinical 
users) 

84.7 Yes ≥80 
considered 
“good” [2] 

These results were obtained with the complete privacy 
stack enabled (local differential privacy, secure 
aggregation, homomorphic encryption) and 
demonstrate that high analytical utility is preserved 
under stringent privacy guarantees. 
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C. Development Process  

Development followed an agile co-design approach 
(March–July 2025) with five two-week sprints 
involving daily stand-ups and fortnightly clinician 
review sessions. Key milestones: 

• 92 % unit test coverage (Jest + PyTest) 
• 100 % of critical pathways covered by end-to-end 

tests 
• Full accessibility compliance (WCAG 2.1 AA) 

verified with axe-core 
• Successful simulated three-trust federated 

training exercises 

D. Integration and Deployment Readiness 

HL7 FHIR interfaces for Cerner Millennium and Epic 
are fully implemented and tested in sandbox 
environments. 

The system is deployed as a progressive web app 
(PWA) supporting offline feedback capture on 
iOS/Android tablets with automatic synchronisation 
when connectivity is restored. 

Production-ready Kubernetes manifests, Helm charts, 
and ArgoCD pipelines are complete, with automated 
scaling policies (CPU 70 %, memory 80 %) and zero-
downtime blue-green deployment strategy. 

E. Planned 2026 Multi-Site NHS Pilot  

A formal prospective pre–post interventional study 
with matched controls across six medium-sized acute 
trusts is scheduled for Q1–Q2 2026: 

• Intervention arm (3 trusts): full IKMS 
deployment 

• Control arm (3 trusts): continuation of standard 
quarterly audit processes 

• Primary endpoint: Δ mean TES at 6 months 
• Key secondary endpoints: 30-day gap resolution 

rate, recommendation acceptance rate ≥ 65 %, 
SUS ≥ 80 

Ethical approval and data-processing agreements are 
in final review with the NHS Health Research 
Authority. 

 

 

V. CONCLUSION 

The Privacy-Aware Intelligent Knowledge 
Management System (IKMS) constitutes a substantial 
advance in resolving the persistent tension between the 
imperative for rigorous, data-driven performance 
evaluation in healthcare and the absolute requirement 
to safeguard patient confidentiality. By seamlessly 
integrating real-time structured feedback from 
clinicians and patients, a transparent and clinically 
validated Treatment Evaluation Score (TES), 
federated Support Vector Machine gap analysis, and a 
knowledge-graph-driven recommendation engine 
within a multilayered privacy-by-design architecture, 
the IKMS delivers a practical, replicable pathway to 
continuous institutional improvement without ever 
centralising or exposing raw sensitive data. 

The completed prototype, implemented with a modern 
TypeScript-based full-stack (NestJS–Next.js–
PostgreSQL) and state-of-the-art privacy-preserving 
machine learning components (Flower, Opacus, 
Microsoft SEAL), has already demonstrated 
compelling technical performance on high-fidelity 
synthetic data: one-class SVM AUROC of 0.923, 
multi-class macro F1-score of 0.862, convergence in 
only 14 federated rounds, and an effective differential 
privacy bound of ε = 0.47. Equally importantly, 
preliminary internal usability testing with 18 clinical 
users yielded a System Usability Scale score of 84.7, 
confirming excellent acceptability. These results 
provide clear empirical evidence that high analytical 
utility and stringent privacy guarantees can coexist in 
fact be achieved simultaneously in real-world 
healthcare settings [8, 25, 38]. 

Upon full deployment in the planned 2026 multi-site 
NHS pilot across six acute trusts, the IKMS is 
anticipated to transform institutional quality assurance 
from infrequent, labour-intensive external audits into 
a continuous, collaborative, and evidence-informed 
learning cycle. By facilitating safe inter-trust 
benchmarking and automated, context-specific 
remediation of knowledge deficiencies while 
remaining fully compliant with the General Data 
Protection Regulation, NHS digital standards, and 
emerging international privacy frameworks, the 
system offers a scalable blueprint for learning health 
systems throughout the United Kingdom and 
internationally. 

Ultimately, this work reinforces a broader and 
increasingly urgent principle: privacy should no 
longer be regarded as a barrier to progress in 
healthcare analytics. When deliberately embedded 
from the outset using contemporary privacy-
enhancing technologies, it becomes the very 
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foundation upon which trustworthy, equitable, and 
clinically impactful innovation can be securely built. 
The IKMS thus not only addresses an identified 
research and operational gap but also contributes to the 
wider transition toward responsible, patient-centred, 
and continuously learning healthcare ecosystems. 

Future extensions will explore generalisation to 
primary care networks, incorporation of multimodal 
data sources, and longitudinal evaluation of clinical 
outcome improvements attributable to IKMS-driven 
interventions. 
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